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A D R I E N  A L B E R I N I

YA N I V  B E N H A M O U

When contracting for IT services, individuals and companies do not often think of 
the end the contractual relationship and, more specifically, of the retrieval of the 
data handed over to the service provider. Since the law does not provide for suffi-
cient means to ensure data portability in such situations, it is advisable to anticipate 
this issue and contractually regulate how the data in question will be migrated at the 
end of the contractual relationship.

DATA PORTABILITY AND INTEROPERABILITY
An issue that needs to be anticipated 
in today’s IT-driven world *

1. INTRODUCTION
In today’s hyper connected world, everyone with regular ac-
cess to electronics and the internet hands their personal data 
over to third parties on a regular basis [1]. As consumers, this 
is most often the case when we use services provided by com-
panies like Google (eg. Gmail) or Apple (eg. iTunes). But we 
also provide our data to third parties just by browsing the in-
ternet, visiting websites or using apps. In the corporate world, 
we rely on various IT solutions which are increasingly cloud-
based. This means that the customer data is stored on the serv-
ers of the provider (or of a subcontractor of the provider) and 
provided to the user on a subscription basis. As a result of 
this evolution, from a technical standpoint, we tend to lose 
control over our data or the data of our customer. This is par-
ticularly the case when we entrust our data or the data of our 
customer to a third party without creating any back-up stor-
age on personal servers or hard drives.

When the customer stops being satisfied with the services 
or no longer needs them, data portability (or data migration), 
i. e. the retrieval and transfer of the data to another IT pro-
vider, becomes of the utmost importance [2]. In legal terms, 
the question is then whether the customer has a right to be pro-
vided with his, her or its data and, should that be the case, how 
(in which format) and at what price the data must be returned 
at the end of the contractual relationship.

After addressing some public policy considerations relat-
ing to the right to portability (Section 2), we argue that the 

law does not currently provide sufficient means to data port-
ability (Section  3). Therefore, individuals and companies 
whose data is processed by third parties would do well, in our 
view, to anticipate this issue and contractually regulate the 
migration of data at the end of their contractual relationships 
(Section 4). In our conclusion (Section 5), we summarize our 
position and briefly describe the potential consequences of 
legal uncertainty as to the migration of data.

2. ECONOMIC AND PUBLIC POLICY 
CONSIDERATIONS
2.1 Preliminary observations. The economic and public 
policy considerations regarding the creation of a right to data 
portability are relatively complex; essentially, they boil down 
to the dilemma addressed hereinafter, that shows that there 
is no clear economic justification underlying the introduc-
tion into the law of a right to data portability.

2.2 Switching cost and lock-in issue. The absence of data 
portability tends to create lock-in situations, i. e. situations in 
which it is difficult for the customer to switch to another IT 
provider. Indeed, most customers will have a limited incentive 
to contract with a new IT provider if they have to once again pro-
vide a full set of data (economically, such effort is referred to 
as switching costs). Lock-in situations are even more likely 
when a large amount of data has been provided (and further 
enriched by the IT provider) and the customer cannot be en-
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tirely sure that he/she has kept a complete copy of the data to 
be able to hand it over to the new IT provider without the as-
sistance of the current one (in particular when the customer 
has entrusted all his or her data without any backup on his or 
her servers).

2.3 Effort and cost issue. As Swire/Lagos correctly put it: 
the right to data portability

“require[s] software and online service providers to create what we 
call an ‘Export-Import Module’, or software code that exports 
data seamlessly from the first service to the second service”. [3]
Thus, the migration of data may, depending on the circum-
stances, require quite a high volume of work and money [4]. If the 

cost is imposed on IT providers, it amounts in effect to a bar-
rier to entry that could have an adverse effect on innovation and 
competition, because smaller players may not be able to afford 
said cost [5].

3. THE LAW: AN INSUFFICIENT MEANS 
TO RETRIEVE DATA
3.1 Preliminary observations. At the outset, it should be 
noted that most continental law systems do not provide for 
proper ownership to data corresponding to rights to tangible 
property. Similar rights may be provided in particular legal 
fields, such as IP rights, personality rights, rights on know-
how based on unfair competition law or privacy rights, pro-
vided, however, the specific requirements of these particular 
fields are met. As a consequence, no claim based on some sort of a 
general property rights theory can be made to retrieve data from 
a third-party provider [6].

In the Sections that follow, we demonstrate that even if ob-
ligation law, competition law and data protection provide for 
a right to data portability, they also each have certain short-
comings in serving as a basis for that right.

3.2 Uncertainty relating to the Swiss Code of Obliga-
tions. The Swiss Code of Obligations (CO) [7] sets out a right to 
return anything received by the agent (Art. 400 par. 1 CO) 
which should, in our view, be a basis for the right of the customer 
to request the migration of his or her data, provided, however, 
that the contract in question qualifies as a contract for services 
(contrat de mandat) [8]. This latter condition is a major issue 
considering the diversity of IT contracts which may exist in 
practice. Although some IT contracts may qualify as con-
tracts for services, most of them should rather be sui generis 

agreements comprising provisions typically stemming from 
contracts for work (contrat d’entreprise), thus excluding the ap-
plication of Art. 400 par. 1 CO [9]. Needless to say, there is 
often uncertainty with regard to the qualification in each 
different situation [10]. Consequently, it is also often uncer-
tain whether Art. 400 par. 1 CO would apply in a given case.

That being said and assuming Art. 400 par. 1 CO would 
apply, this provision should, in our view and as indicated 
above, provide for the right of the customer to request the mi-
gration of his or her data. Art. 400 par. 1 CO regulates the ob-
ligation of restitution by the service provider. The principle 
underlying this obligation is that the service provider should 
not be able to enrich himself or herself except through his or 
her fees [11]. The service provider must therefore return all 
goods, debts, or other values he received or created in the 
scope of the contract [12]. Although this was not always the 
case, it is now undisputed that data, particularly personal 
data, may be valuable. Therefore, data should fall within the 
scope of Art. 400 par. 1 CO.

In our view, the cost of data migration cannot be charged on 
top of the price for the provision of the IT services [13]. Indeed, 
the price for the provision of the services must include all re-
lated obligations, including the obligation of restitution [14]. 
Therefore, the service provider cannot object to the restitution 
by saying that data retrieval is a service that was not provided 
for in the contract as a way to obtain an additional fee [15].

Since the process is not regulated, however, there is some 
uncertainty in this respect. The parties are free to choose the 
data’s delivery format; there are no procedural rules imposed 
by law. The format of the data, however, ultimately depends 
on the type of service contract and on the principle of good 
faith [16]. The format used cannot render meaningless the right 
of the client to access his or her own data. The recovered data 
must therefore be usable and readable by the customer without 
having to purchase additional services from the provider [17].

With regard to potential objections, the service provider 
cannot assert the classic defenses, including contract reten-

tion rights (Art. 82 CO) [18], or retention rights based on the 
Swiss Civil Code (Art. 895 CC) [19].

3.3 Limitation of Competition Law. At the outset, it should 
be noted that a general data portability right cannot be de-
rived from Swiss or EU competition law. That said, the refusal 
of certain providers to transfer data could constitute, under 
specific circumstances, an abuse of dominant position [20].

“ When the customer stops being 
satisfied with the services or 
no longer needs them, data portability 
(or data migration), i. e. the retrieval 
and transfer of the data to another IT 
provider, becomes of the utmost 
importance.”

“ In our view, the cost of data 
migration cannot be charged on top 
of the price for the provision of 
the IT services. Indeed, the price for the 
provision of the services must 
include all related obligations, including 
the obligation of restitution.”



520

DROIT

EXPE RT FOCUS 2017 | 8

DATA PORTABILITY AND INTEROPERABILITY

From a classical dominance perspective, data portability 
could be validly claimed when the dominant undertaking 
prevents the emergence of innovative competitors because 
customers are locked-in. Data may represent raw material for 
a variety of services, and access to this data a condition that 
is essential to entering or efficiently operating in a specific 
market. On this basis, it is sometimes argued that a powerful 
undertaking could maintain its dominant position in the mar-
ket due to its possession of a large amount of information 
that is difficult to duplicate (essential facility doctrine) [21] and 
abuse this position by refusing to share that information and 
thus excluding competitors [22]. At this juncture, though, 
we are not aware of any case where this theory has been deci-
sively applied to prevent an undertaking from further data 
collection (for instance as the result of a merger or acqui-
sition) or from forcing another organization to share its 
data [23].

In our view, data portability could also be validly claimed 
in a case of relative dependence, namely the economic or tech-
nological dependence of one partner (e.g. an SME) on an-
other [24], provided of course the elements of an abuse are 
met [25]. In essence, a customer that contracted with one pro-
vider can find itself tied to that provider and could then claim 
that there is an abuse of dominant position, particularly if 
the customer contracted for storage services or for data pro-
cessing and the service provider refuses to return the data in 
a format that can be used by other providers or at a dispropor-
tionately high price for the customer.

As a final point on this issue, it is worth noting that EU com-
petition law has paid significant attention to the concept of inter-
operability. In the Microsoft case for instance, the EU Commis-
sion ordered Microsoft to disclose, within 120 days, complete 
and accurate interface information which would allow rival 
vendors to interoperate with Windows, and to make that in-
formation available on reasonable terms [26]. Particularly 
noteworthy is the fact that the requisite degree of interopera-
bility was a difficult and disputed issue [27], and that Micro-
soft has been subsequently fined for charging unreasonable 
prices for access to interface information [28].

3.4 Limitations of (New) Data Protection Law. The ques-
tion of data portability is very often discussed in the context 
of data protection law. Interestingly, contrasting approaches 
have been chosen in the EU and in Switzerland.

In the EU, the new Regulation 2016/679 (GDPR) [29] explicitly 
establishes the right of data portability, thus taking a major 
step towards guaranteed retrieval of personal data and the 
suppression of lock-in situations [30]. This new right is regu-
lated in Art. 20 Regulation 2016/679, which sets out the obli-
gation of any service provider qualifying as a “controller” to 
guarantee, free of charge, the retrieval of the personal data 

“in a structured, commonly used and machine-readable format and 
[the transmission of] those data to another controller without hin-
drance from the controller to which the personal data have been pro-
vided“. Operators must therefore develop a system that allows 
them to examine their databases and extract pertinent infor-
mation therefrom. In reality, this constitutes an extension of 
the information and access rights of the data subject [31].

Three limits, however, must be mentioned regarding this new 
right:
p First, the right to portability under EU law is limited to data 
concerning natural persons and does not extend to data of legal 
persons. This constitutes a major limit to data portability in 
B2B relationships.
p Second, the scope of the right to portability is strictly lim-
ited to personal data, namely to data concerning and directly 
provided by the data subject either actively (e.g. email ad-
dress, user name or password) or passively (e.g. search history, 
traffic data or heart rate data). This excludes data which is in-

ferred or derived by the service provider (typically data that 
is collected by the service provider and associated with the 
customer’s account or the results of an algorithmic analysis 
of an individual’s behavior) [32].
p Third, the data subject is not entitled to decide the format in 
which he or she will receive the data, although there is a re-
quirement for the data to be returned “in a structured, com-
monly used, machine-readable and interoperable format”. One 
might wonder whether the data controller will have to pro-
vide the data in one or several interoperable formats and what 
the requested degree of interoperability will be in each case. 
Regarding this requirement of “machine-readable and inter-
operable format”, some relevant lessons may be learned from 
cases in competition law, such as the Microsoft case [33] and 
developments relating to standard-setting organizations [34]. 
Such analysis would however go beyond the scope of this 
paper.

In light of these limits, one might well doubt whether the 
new data portability law will be a success or a failure. But one 
thing is certain: courts will play a major role in interpreting 
this right and defining its proper scope, particularly with re-
gard to the concepts mentioned in the last bullet point above.

In Switzerland, the portability question was discussed in 
the 2013 Report of the Federal Council regarding the legal 
framework governing social media [35] and, more recently, in 
the 2016 Explanatory Report of the Federal Justice Depart-
ment regarding the Draft Bill of the Data Protection Act [36].

In light of the statement made by the Federal Council, as 
reported in the Explanatory Report, the right to portability 
should not be introduced in Swiss law in the coming years. In-
deed, the Federal Council indicated the following:

“The Federal Council considers that this right aims to enable the 
concerned individuals to reuse their data in order to foster compe-

“From a classical dominance 
perspective, data portability could  
be validly claimed when the  
dominant undertaking prevents  
the emergence of innovative  
competitors because customers are 
locked-in.”



521

DROIT

8 | 2017 EXPE RT FOCUS

DATA PORTABILITY AND INTEROPERABILITY

tition, rather than to protect their personality rights. Moreover, 
the implementation of such a right raises concerns insofar as it re-
quires consultation among data processors and probably (at least 
implicitly) an agreement on IT solutions and standards to be used. 
The impact assessment of the regulation showed in addition that 
that introducing such a right may increase costs, particularly for 
companies with more than fifty employees, which would have to 
hire more people. The Federal Council will wait for the results of 
experience with the law in the EU before introducing the right to 
portability in Switzerland. It will further carry out its analysis in 
the context of the Swiss Digital Strategy.” [37]

Notwithstanding this wait-and-see approach adopted by the 
Federal Council, the right to portability as defined in the GDPR 
should be quite common in Switzerland, considering both the 
fact that the GDPR will apply extraterritorially to companies 

located outside the EU but that process data of EU resi-
dents [38], and the fact that many Swiss companies are likely 
to observe the GDPR as best practice (in order to adopt a more 

“data protection-friendly” stance). In addition and as indi-
cated in previous Sections, such right may be claimed, under 
specific circumstances, under competition law and/or the right 
to receive anything by the agent (Art. 400 par. 1 CO) [39].

4. THE CONTRACT: AN APPROPRIATE MEANS 
TO RETRIEVE DATA
4.1 Preliminary observations. As indicated above, the law 
is in many instances an insufficient means for customers 
to recover data from their IT provider. Put differently, a nat-
ural person, and a company even more so, may have a hard 
time when their data needs to be recovered in an acceptable 
format or to be migrated from the IT provider to a new pro-
vider.

As a result, it is highly advisable to anticipate this issue in the 
formation of IT contracts. Typically, data retrieval, portability 
and interoperability is dealt with in a set of clauses spread out 
in the contract. The main provisions are generally included 
in a Section called “Consequences of Termination” and these 
provisions should be read in connection with the Section spe-
cifically addressing “Data Protection” or “Data Management 
and Security”. In the most sophisticated agreements, such 
as complex outsourcing agreements, a “Migration Plan” or 

“Exit Plan” is in principle provided for as an appendix. This 
document regulates precisely how the data transfer will be 
operated at the end of the contractual relationship.

The following Section includes a check-list of provisions that 
should ideally appear in any IT contract in order to ensure 
proper data portability.

4.2 Check-list
4.2.1 Definition of data. The definition of data may seem rather 
useless at first glance, but data can be contractually defined 
in multiple ways. “Personal Data”, “Customer Data” or “Pro-
ject Data” do not have the same meaning (and once the ques-
tion is on the table, it is often quite hotly debated among the 
parties).

A broad definition would typically encompass information 
both provided by and relating to the customer (such as infor-
mation about the customer provided by third-parties or gath-
ered by the IT provider), as well as any information derived 
from such information (this is generally the definition of 

“Customer Data” or “Project Data”).
Personal data, also referred to as personally identifiable 

information, would typically have a much narrower mean-
ing, often corresponding to the definition provided for in the 
GDPR, i. e.

“any information relating to an identified or identifiable natural 
person (‘data subject’); an identifiable natural person is one who 
can be identified, directly or indirectly, in particular by reference 
to an identifier such as a name, an identification number, location 
data, an online identifier or to one or more factors specific to the 
physical, physiological, genetic, mental, economic, cultural or so-
cial identity of that natural person”. [40]

4.2.2 Data ownership. While it may sound redundant, the 
agreement should explicitly specify that the customer is the 
owner of the customer, project or personal data. The clause 
addressing this point may for instance read as follows: “Cus-
tomer possesses and retains all right, title, and interest in and to 
 Customer Data, and [IT Provider]’s use and possession thereof is solely 
on Customer’s behalf.” [41] This clause is important as it clarifies 
that ownership over customer, project or personal data is 
vested in the Customer and forces the parties to think about 
the rights to be granted to the IT provider in relation to such 
data. It also creates a solid footing upon which the porta-
bility right can be based [42].

4.2.3 Data portability and addressee. The agreement should in-
clude a general principle according to which, upon its expi-
ration or termination, each party shall promptly return any 
property (including customer, project or personal data) be-
longing to the other party.

Regarding the addressee of the data, the IT provider typi-
cally agrees to hand over the data to the customer. In the ab-
sence of any specific provision, it is less certain that the IT 
provider will agree to the transfer to another provider, in par-
ticular if this process requires some cooperation among the 
providers. Therefore, this point should ideally be anticipated 
and regulated in the contract. It should thus be clear that the 
customer shall have the right to retrieve such data (often re-
ferred to as controller-data subject portability) or to have 
them transferred to a third-party provider (controller-con-
troller portability).

“The data should at least be transferred 
in a structured way so as to ensure 
interoperability with widely-used IT 
systems. Otherwise, it may be  
practically impossible for the customer  
to use the data after the end  
of the contractual relationship.”
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4.2.4 Format of the data. Data is in principle stored and pro-
cessed by the IT provider in its databases according to a spe-
cific format and structure. Therefore, one option is to hand 
over the data to the customer in accordance with this format 
and structure. Alternately, the parties may agree on a specific 
format and structure. In any event, the data should at least be 
transferred in a structured way so as to ensure interoperabil-

ity with widely-used IT systems. Otherwise, it may be practi-
cally impossible for the customer to use the data after the end 
of the contractual relationship.

4.2.5 Timing and cost. Depending on the circumstances, the 
transfer of data may be quite a complex and time-consuming 
process and the IT provider may have little incentive to pro-
ceed with the transfer considering that the relationship be-
tween the parties is ending anyway. The Parties should thus 
discuss this issue in advance and agree on an agenda.

Organizing and transferring data requires work to be per-
formed on the IT supplier’s side. Obviously, this work gener-
ates costs (generally calculated in man/day). In complex 
agreements requiring substantial work for the transfer of 
data, the migration occurs often at cost or the customer 
agrees to bear part of these costs. In principle, the IT provider 
should not make any profit on the migration activity.

4.2.6 Subcontracting. In case the IT provider passes on the 
data to one or several of its subcontractors, the data may end 
up being fragmented and it may be difficult to even identify 
who is holding what piece of data, making the retrieval of 
data at the end of the contractual relationship difficult in 
practice. For this reason, it may be worth setting out in the 
contract that no subcontracting will take place without the 
prior written approval of the customer or, at least, clarifying 
that the subcontractors shall be bound to the IT providers 
and the categories and types of data that will be processed 
by them [43].

4.2.7 Related issues. Without going into too much detail so as 
not to extend the discussion beyond the scope of this paper, 
it is worth adding that other issues are related in practice to 
the portability of data. For instance, the question often arises 
as to the erasure of data and whether the IT provider should 
keep a copy of the transferred data during a defined period. 
To the extent possible, this issue should also be anticipated 
in the contract.

Further, data portability raises specific issues in the event of 
bankruptcy of the IT provider (or its subcontractors), it being 
specified that the customer will face, in these circumstances, 
the difficulties of enforcement law [44]:
p First, such enforcement law difficulties may not be cir-
cumvented by contractual arrangements, even if the con-
tract provides certain mechanisms (e. g. notification duty of 
the IT service provider, audit report revealing a poor finan-
cial situation).
p Secondly, enforcement law is governed by the territoriality 
principle and may lead to the application of several laws in 
international contexts (e. g. cloud computing with servers 
located in different jurisdictions, or in case of subcontract-
ing in different jurisdictions) [45].
p Thirdly, a delicate distinction between various categories 
of data (data qualifying as copyrighted works or personal 
data and raw data, i. e. any data regarding the company, sta-
tistic, financial data, etc.) has to be operated. Indeed, these 
categories of data will be subject to different enforcement 
mechanisms. Data qualifying for instance as copyrighted 
works or personal data may be claimed based on the so-called 
action en revendication of Art. 221 LP [46], while raw data may 
not be requested per se but only a monetary claim can be 
made corresponding to the value of the data in question 
(Art. 211 par. 1 and 252 ss LP).

Customers should anticipate these bankruptcy-related is-
sues in the IT contracts. In addition to the ownership of 
data, the IT contract should provide for data storage in juris-
dictions recognizing specific rights in case of bankruptcy 
(e. g. Luxembourg), the segregation of data with other cus-
tomer’s data, the transfer of data to a third-party agent in 
case of insolvency (escrow agent) and/or full anonymization of 
data [47]. 

5. CONCLUSION
When data is handed over to a third-party service provider, 
one of the key issues is knowing what happens at the end of 
the contractual relationship. Does the customer have a right 
to recover his, her or its data and to have them transferred to 
another provider? How and at what price must the data be 
 returned at the end of a contract? We argue that the law does 
not provide a sufficient answer to these questions.

In practice, contracts rarely regulate this question; and 
when they do, they only lay out the principle of data retrieval 
without providing the method to be used to do it (in parti-
cular format, price, timeframe). This lack of detail can result 
in avoidable litigation, as the service provider could be 
tempted to demand substantial sums of money for the re-
trieval and transfer while the customer could be tempted to 
demand the services free of charge. Such challenging situa-
tions can be avoided by anticipating portability and interop-
erability issues and carefully drafting appropriate provisions 
in IT agreements. �

“ The question often arises as to the 
erasure of data and whether the  
IT provider should keep a copy of the 
transferred data during a defined  
period. To the extent possible, this issue 
should also be anticipated in the 
contract.”
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